ImageHost

Account Manager User Guide

Version 1.3

2019 July 09

© 2015-2017 by The Crowley Company



Table of Contents

IR 0 10 (0T L1 Lot 7o) o OSSR UPPR 4
2. INAMES Of thiNGS...c.uiieiiiiiiiiieeeceeee ettt et s e et e st e e beessae e beesssaesseeessaeeensseesssseeensseeenn 4
R B 1<) o 140 L PO PSPPSR PPOPPPPPPPP 6
TR B 15 1<) i T L1 011 OO USROS 6
3.2. COMPANY QML ..c.uvtiiutietteeieeitterte et et e et e st e ebeesatesbeesstesaseesstesseesseesabeesstesaseeessseeessseeessaeesnnne 6
3.3, OFAINATY USET....uvtiiuieeieeriieaieertesiteestesteesseesseesseesssessssesssaesseesssessssessseessessssessssesssessseesssesssseessssseen 6
4. COMMANA OVEIVIBW....cccuvieieiuieieieeeeteeeiteeesteeesteeessteeassaeesssseesseesssseesssseesssssesssseessssesssssseessssssssssesansnnes 6
ST 07 =11 1 IO OO OO O PO PP UROPPPPPPPPPPP 8
6. Add COMIMANGS......cccotieieiieeeieeeeieeeiteeeteeeereeesreeseteeesrteeesseeeessaeeasaeasssseasssaeesssseessseesssseesssseessssseesannnes 8
6.1. AQd COMPANY......ciriiiiiriiiieriieenieerteeeteesteesteesseesteesseessteesseesssesssaesstessseesssessseesssesssessssesssessssessssseens 8
T e [a [ 01| o SRR 9
5.3, A USET . veieeieiieiieeieeete et ete et e et e et e st e e bt e s abeesteessteesbeessseessaessteesseenssesnseenssaesseenssessseenssannssaeenn 9
6.4. AQd MANY USETIS.....coriteiiiieieiiieeteesite ettt e st et esate e bt e s beesatesabe s bt e sabe e bt esabesaseesabeestesasessseesassaeean 9
6.5, AQd ATCRIVE.....eiiieeieeeeteee ettt e et e et e st e et e e s st e esbeessbeesbaesssesssaesssaesseesssesnssens 9
7. SNOW COMIMANAS. .. .cccvieierieeeieeieieeeeteeeiteeesteeestteeesseeeessaeasseeesssaeessseesssseesssseesssssesssssseesssssssssseesennsns 10
7.1. SNOW COIMPANIES....cccutiiiieirierieeiieeeieesieesteesteesteesseessaeesseesssessseessseeseesssessseesssessssessseesseessssessnssees 10
7.2. SNOW GIOUPS.....eeiiiiieeitieeeitieeeiteeeiteeeeteeesaeesesseeessseeaseeesseeassseeessseesssseeasseeesssesansseessssseeesenssseees 10
7.3 SNOW USEIS....eiiiiieiiieiieeieeitte et et e ete et e s teesteessbeesstessseestassseensaessseestaasseessseensaenssassseenssessseesnssees 10
7.4, SNOW USET DESCIIPION. .. ceicutiieiiieeiiieecieeeiteeesiteeeiteeessteeesaeeessaeeessseeessseessseeesseeessseesssseesssseesnnnnes 10
7.5. SNOW USEI' ATCHIVE ACCESS.....viiiuieeiiieieeiteenieeieesiessteestteesseesstesseesssesseesssesseesssesssessssessseenseeennns 11
7.6. SNOW ATCRIVES. ....eiiiiieiciieecee ettt e et e e te e e ta e e s bt eessaeeesssaeesssaeessseeesseesnsseeessneaaeans 11
7.7. SNOW ATChIVE DESCIIPHON. ..c..viiiuiieiieiieecieerie et erte et este et estesteeseteesbeessaessseesssessseesssessseenseeennns 11
7.8. SNHOW ATCRIVE ROIIS......tiiiiiieieeeteeee ettt et e e ae e e v e e e ra e e enaeessaeeesaeeesnssaaeaaans 11
8. Edit COMMANGS.......eeiiiiiieiieeiieriteeiteeste st estessteesttessseessaeesseessseesseesssessseesssessseesssessseesssessseesssesssssessnns 12
8.1. Edit COMPANY......eiriieiiiriieeieeniteete et e ettt e st e st esbe e bt e st e e bt e sabe e bt e sabe e bt esabeebeensbeenseesasesabeesnanees 12
B.2. Eit GIOUP...ccuveeiuieeiierieeiieete et e ete et esiteesteesebeesteessseesseesssaessaassseesseesssaesaeassesnssesssasnsssesessseesnses 12
e TG TR T L1 Y <) RSP PUPRNt 12
B4, Bt ATCRIVE.....uiiiiieiieeeeteeeete ettt st s e et e st e bt e st e e bt e e sbeesbaesssaensaesssasnseesssaenseesnnes 13
9. ReNAME COMIMANAS. ....cuueeeiuieeeirreeeitieeeteeeeteeeeteeessteessseeessseeaassseaassseesssseessssesssseesssssessssssssseesssssssseeses 13
9.1. RENAIMNE COMPANY...cccerriurrerrrurreerrrirteeeeaitteeeasarteeesssssteeessssseeessssseeessssseeesssssseeesssssssssssssssseseeeeeees 13
9.2, RENAIINE GTOUP....cieeeuiiiiiiteetieieeiiietteeeeesesseuertteeeessssasssssestaaeesssesssssssseesesssssssssssseseeeesssessssssssneeassees 13
9.3, RENAIME USET...ceiiiiiiiiiiiiieeeeiieeeeettee e ettt e e sttt e e s sttt e e e sttt e e ssasaeeesesssaeeessnsseeeasassssssssssssaeaaaeeeeens 13
9.4, RENAIME ATCHIVE. ... .uiiiiiieiiiieecie et et e eete e ecte e et e e e be e e e tee e abeeesaeeeessaeeesseeaseeaansssaeesansnssseeseannns 13
10. MOVE COMIMANGS.....ccctteruiieiieriteeiieenteesteesteeteesseessseesseessseesseesssessseesssessssesssesssessssesssesssssessssseessssseesns 13
10.1. MOVE GIOUP.cceieiuriieieeiiieeiesittteeesatreeeesaeeeesesssseeeessssseessssssseesssssseeesssssssessssssseaeeesssssssssssssnssssnnnes 13
10.2. MIOVE USLT....eiiiiiiiiieieiitee ettt e ettt e ettt e s sttt e s s satteeessabtteesssstaeesssssteeessssaeesssnssaeeessssssssnsnnnnses 14
10.3. MOVE ATCRIVE....eiiieeciieecte ettt e e e et e e e eta e e e stee e s beeesabeeessseeessseeesseessseessseeeessnsnssnes 14
11, Delete COMMANGS.......ueerierieerieeieesteesieesteeteestessteessteeseessaesseesssessseesssesssessssessseesssesssseessssseesssssees 14
11.1. Delete COMPANY.......eerterterriierieeritenteesitesteesstesteesseesbeesseesstessseesssesaseesstesstesstesaseessseeessnseeesnns 14
11.2. DIELELE GTOUP...ceetrieuieeieeeiieeieesieeteeeteesteestessseessseeseesssessseesssaesseesssessssesssesssssesassssessssseessssseesans 14
LR T B T2 [ I U =) USSP 14
11.4. Delete MANY USETS......ccccveeeriirieeireenieeiieestessseestessseesssesssessssesssessseesssessssesssesssessssssesssssssssssseesans 15



10,5, DRLOLE ATCRIVO. ettt ettt e e e et ettt e eeeeseeeaetae e aaeeseseaetaannaaessseesseassnnessesanseennnnns 15

12. Miscellaneous COMMANGS..........ceceeiereererteririeetenteesteste st et etesseessesatesseesesstesseeesaseesaseesaseesseenas 15
12.1. USETr ACCESS 10 ATCHIVE.....ouiiiiiiiiieeieeteet ettt ettt et e st e st e st e bt e s te e ateebeesaeesbeennees 15
12.2. Change PassWOTd........c.ceeuiiriiirieniiieiieeiieesie et estesteesitessteesatesseesstesseesaeessseessnsseessssseesssseesnnes 16
LG TR = (<] | USSP PRRRPP 16
1204, LLOZ QUL ettt ettt ettt sttt st e sa et e e sat e b e s et e sat e bt eabesbe e besaseeeaseeesaeennesnnenans 16

13. Appendix A - The Account Manager Database...........cccueieuieiriiieeiiieeiieecieecee e esee e eveee e e e 16
13.1. Diagram of database tables and CONNECHIONS...........cccerrieriiierienieerieeieeee e sre e 16
13.2. SQL for creating the tables..........ccuiivieeiiiiiieiieeieeeeete et este s eeesreessaeeseessaeebeeeensaeeas 18
13.3. Creating the tabDles.........oiiiiiiiiieeeeeceee ettt ettt s e s be e st e esbae e sssneeenns 21

14. Appendix B - User DesCIiption Files........c.ciiiiiiiriiiiiiieiieecieeecieescteeeteessveeesveeestee e ssssvaeeeesssnnnns 22
14.1. Layout of a user description as @ CSV T€COT.........ccccevvuirrieriieinienieinieeieeeesieeseeeeeeeeeaeeeens 22
14.2. Constraints on fields defining @ USET..........ccieuiiiiieriiiiieeiecteeie ettt veesae e s raeeeeraee e 23



1. Introduction

The ImageHost Account Manager manages ImageHost users and their access to archives. Four kinds
of entities are managed: companies, groups, users, archives. These entities are organized in a
hierarchy, with companies at the highest level. A company consists of zero or more groups, and a
group consists of zero or more users. Archives belong to companies, so a company has zero or more
archives.

This document describes how to create, modify, display, and delete companies, groups, users, and
archives.

2. Names of things

Here is an example of a set of accounts that might be managed by the Account Manager:

Company A
Group G1
User Ul
User N
Group G2
User N
Group M
Company B
Company C
Group G3
Group M
User N

Note that to uniquely specify a group requires the company the group belongs, e.g., group A/M and
C/M are two different groups even though they both use the name M for the group. This convention
allows two different companies to each have a group with the same name.

Likewise, a user is uniquely specified by a company, group, and user name, e.g., A/G1/U1 is user Ul in
group G1 of company A. This allows two different groups to have users with the same name.

Some things to note about the above example:
A company can be empty, i.e., contain no groups; see company B.
A group can be empty, i.e., contain no users; see group A/M.
A/M and C/M are two distinct groups, both named M.
A/G1/N, A/G2/N, and C/M/N are three distinct users, all named N.

The naming conventions can be carried to extremes: A company, group, user, and archive can all have
the same name. For example, a company named C can have a group named C; the group C can have a
user named C; and there can be an archive named C which belongs to company C. Then



C is company C
C/C  is group C or archive C (depending on the context)
C/C/C is user C

Such naming will typically not be used in practice.

Each entity actually has two names: the names we have been using in the above examples and full
names. For example:

name full name

crowley  The Crowley Company
rd Research and Development
linus Linus Torvalds

The kinds of names we have been using so far might be thought of as nicknames or short names. Full
names can be as long and descriptive as desired, but short names should be chosen wisely because they
will be typed many times when interacting with the Account Manager website. Short names consist of
the following kinds of characters:

lowercase letters
digits

hyphens
underscores
periods

It is recommended that short names be short and mnemonic. It is possible to create "short" names
which are long and awkward to type. But after typing such names over and over again, it will become
clear why short names should indeed be short. If you find yourself dealing with a long, awkward
name, look at the Rename commands; they are used to change names.

The alert reader will have noticed that some of the above examples use uppercase letters for short
names. This is done for expository purposes.

3. User type

One of the parameters describing a user is the user type. A user has one of three types:
super admin
company admin

ordinary user

Table 2 below shows which Account Manager commands are available to which types of users. The
following sections give an overview.



3.1. Super admin

A super admin can execute all commands on all types of entities, i.e., a super admin can create, change,
and delete companies, groups, users, and archives. Typically there are very few super admins. Only
super admins can create other super admins or change an existing user's type to super admin.

3.2. Company admin

A company admin has all the power of a super admin, but restricted to one company. Thus a company
admin for company C can create, change, and delete groups, users, and archives within company C.
Such a company admin can create other company admins within company C. Effectively, the existence
of companies other than C is unknown by a company C admin.

3.3. Ordinary user

An ordinary user can do very little with the Account Manager. An ordinary user cannot see any other
users. Available actions are things like changing first and last name, email address, and password.
4. Command Overview

Table 1 below shows the types of commands available when using the Account Manager. Table 2
shows all commands, and which ones can be executed depending on user type. Each command is
described in detail in following sections.

Table 1: Command types

Add Create a new company, group, user, archive

Show Display attributes of an entity

Edit Change attributes of an entity

Rename Assign another name to an entity

Move Move an entity, e.g., move a user to another group
Delete Remove an entity

Miscellaneous Change password, etc.




Table 2: Commands available to user types

Command super |company | ordinary
admin | admin user

Show users Y Y Y
Show user description Y Y Y
Show user archive access Y Y

Show groups Y Y

Show companies Y

Show archives Y Y

Show archive description Y Y

Show archive rolls Y Y

Add user Y Y

Add many users Y Y

Add group Y Y

Add company Y

Add archive Y Y

Rename user Y Y Y
Rename group Y Y

Rename company Y Y

Rename archive Y Y

Edit user Y Y Y
Edit group Y Y

Edit company Y Y

Edit archive Y Y

Move user Y Y

Move group Y

Move archive Y

Delete user Y Y

Delete many users Y Y




Command super |company ordinary
admin | admin user

Delete group Y Y

Delete company Y

Delete archive Y Y

User access to archive Y Y

Change password Y Y Y
Help Y Y

Log out Y Y Y

5. Login

When the Account Manager is launched, a login dialog appears, requesting a user name, password,
company, and group. If the user exists within the specified group, and the group exists within the
specified company, and the password is correct, then the user is logged in. A menu of commands is
displayed, namely the commands available to the user as determined by the user type; see Table 2
above. Note that after the Log Out command is executed, the login dialog is displayed once again.

6. Add Commands
6.1. Add Company

A new company can only be created by a super admin. The super admin specifies the short name and
full name for the new company. The short name must be different from all existing company names;
the full name can be any text. For example, a new company named 'acme' might have full name 'Acme
Software and Coal'.

When a new company C is created, a group named 'admin’ is automatically created for company C, and
a user named 'admin’ (with user type 'company admin') is automatically created in group admin. The
password for user admin is 'admin’. Clearly this state of things should not be allowed to last very long.

Typically as soon as company C is created by a super admin, a person within company C will log in as
user admin in group admin in company C (using password admin), and immediately execute Change
Password. It is also a good idea to execute Edit User and enter a first name, last name, and email
address for the new user. In some cases Rename User might be executed to change the name of the
new user from 'admin’ to a real person's name. It is even possible for the new user to create a new
group G within company C and execute Move User to move the new user from group admin to group
G.



6.2. Add Group

Both company admins and super admins can create new groups. A company admin for company C can
only create a group within company C, whereas a super admin can create a group within any company.
The admin specifies the short name and full name for the new group. The short name must be different
from all existing group names within the company; the full name can be any text. For example, a new
group named 'rd' might have full name 'Research & Development'.

6.3. Add User

Both company admins and super admins can create new users. A company admin for company C can
only create a user within a group in company C, whereas a super admin can create a user within any
group in any company. The admin specifies the short name for the new user, which must be different
from all existing user names within the group the new user belongs to. The admin also specifies the
following attributes of a user:

first name
last name
email address
password
user type

A super admin can create a user of any type, i.e., super admin, company admin, or ordinary user. A
company admin can only create a company admin or an ordinary user. If admin A for company C
creates a new company admin B, then B will be an admin for company C.

When a new user U is created, the real person P corresponding to U logs in and changes U's password.
Although only P knows the new password, it should be pointed out that admins have the power to
change an ordinary user's password, even when the admin does not know the password.

6.4. Add Many Users

The Add User command described just above can be used over and over again to create any number of
users. However, in some circumstances it is desireable to create a large number of users from a file
describing the users. This is the function of Add Many Users. When this command is invoked, the
user is asked to enter the name of a file containing user descriptions. This file is read, and for each user
described in the file an ImageHost user is added to the database. See Appendix B for all details of the
syntax and semantics of a user description file.

6.5. Add Archive

Both company admins and super admins can create new archives. A company admin for company C
can only create an archive within company C, whereas a super admin can create an archive within any
company. The admin specifies the short name for the new archive, which must be different from all
existing archive names within the company the new archive belongs to. The admin also specifies the
following attributes of a archive:



full name
DB host
DB name
Roll info url

The various DB attributes listed above are of interest primarily to those administering the databases
which back the ImageHost. The roll info url is used by the Show Archive Rolls command to show roll
numbers and roll names, which is often helpful when the User Access to Archive command is used.

7. Show Commands

7.1. Show Companies

This command shows a list of all companies, both short names and full names. Only a super admin has
access to this command.

7.2. Show Groups

This command shows groups and the companies they belong to; both the short and full names of the
groups and companies are shown. Only admins can execute this command. A super admin can see all
groups, whereas a company C admin can see only the groups within company C.

7.3. Show Users

This command shows the following information for user U:

user U: short name, first name, last name
group G user U belongs to: short name, full name
company C group G belongs to: short name, full name

In addition, a link is provided which goes to the Show User Description command with user U as
parameter.

A super admin sees all users; a company C admin sees only users in company C; and an ordinary user
U sees only user U.

7.4. Show User Description

This command shows all information for one user:

user short name, first name, last name
email address

group short name, full name
company short name, full name

user type

10



A super admin can see the complete description for any user; a company C admin can see the
description only for users in company C; and an ordinary user U can see the description of user U only.

7.5. Show User Archive Access

This command shows all archives that a given user has access to. For each archive A that can be
accessed this is shown:

archive A short name, full name
user access to archive A: 'all rolls' or 'some rolls'

In addition, a link is provided which goes to the User Access to Archive command with archive A as
parameter.

Only admins can execute this command.

Note that if user U has no access to archive A, then A will not appear in the list of archives shown by
this command.

7.6. Show Archives

This command shows archives and the companies they belong to; both the short and full names of the
archives and companies are shown. Only admins can execute this command. A super admin can see all
archives, whereas a company C admin can see only the archives within company C.

7.7. Show Archive Description

This command shows all information about one archive;

archive short name, full name
company short name, full name
DB host

DB name

Roll info url

Only admins can execute this command. A super admin can see any archive description, but a
company C admin can only see descriptions of archives belonging to company C.

7.8. Show Archive Rolls

This command uses the roll info url of an archive to display this information about an archive:

roll number
roll name

11



The roll info can be shown either in roll number order or in roll name order. The roll name - roll
number correspondence is most useful when the User Access to Archive command is performed.

Only admins can execute this command. A super admin can see any roll info, but a company C admin
can only see roll info for archives belonging to company C.

8. Edit Commands
8.1. Edit Company

This command allows the full name of a company to be changed. A super admin can edit any
company, but a company C admin can edit only company C. An ordinary user cannot execute this
command.

8.2. Edit Group

This command allows the full name of a group to be changed. A super admin can edit any group, but a
company C admin can edit only groups which belong to company C. An ordinary user cannot execute
this command.

8.3. Edit User

This command allows the following user information to be changed:

first name
last name
email address
user type

A super admin can edit any user, but a company C admin can edit only users which belong to company
C. An ordinary user U can only edit one user, namely U.

A super admin can change the type of any user to any type, with one exception: A super admin cannot
change its own type. Note that a super admin can make any other user a super admin, and a super
admin can make any other super admin an ordinary user.

A company admin cannot change the type of a super admin. However, a company C admin can change
the type of any company admin or ordinary user in company C to any type other than super admin, with
one exception: A company admin cannot change its own type. Note that a company C admin can
make any other user in company C (except a super admin) a company admin. Also a company C admin
can make any other company C admin an ordinary user.

An ordinary user cannot change its own user type to anything else, so an ordinary user remains an
ordinary user unless changed by an admin.

12



8.4. Edit Archive

This command allows the following archive information to be changed:
full name
DB host

DB name
Roll info url

A super admin can edit any archive; a company C admin can edit only archives which belong to
company C. An ordinary user cannot execute this command.

9. Rename Commands

9.1. Rename Company

This command allows the short name of a company to be changed. A super admin can rename any
company, but a company C admin can rename only company C. An ordinary user cannot execute this
command. The new name must differ from all existing company names.

9.2. Rename Group

This command allows the short name of a group to be changed. A super admin can rename any group,
but a company C admin can rename only groups which belong to company C. An ordinary user cannot
execute this command. The new name must differ from all existing group names within the same
company.

9.3. Rename User

This command allows the short name of a user to be changed. A super admin can rename any user, but
a company C admin can rename only users which belong to company C. An ordinary user can only
rename itself. The new name must differ from all existing user names within the same group.

9.4. Rename Archive

This command allows the short name of a archive to be changed. A super admin can rename any
archive, but a company C admin can rename only archives which belong to company C. An ordinary
user cannot execute this command. The new name must differ from all existing archive names within
the same company.

10. Move Commands
10.1. Move Group

This command allows a group to be moved from one company to another company. Only a super
admin can move a group. The name of the group must differ from all existing group names in the
destination company. If not, use Rename Group first and then Move Group.

13



10.2. Move User

This command allows a user to be moved from one group to another group. A super admin can move
any user, but a company C admin can only move users who belong to company C. An ordinary user
cannot execute this command. The name of the user must differ from all existing user names in the
destination group. If not, use Rename User first and then Move User.

10.3. Move Archive

This command allows an archive to be moved from one company to another company. Only a super
admin can move an archive. The name of the archive must differ from all existing archive names in the
destination company. If not, use Rename Archive first and then Move Archive.

11. Delete Commands
11.1. Delete Company

This command deletes a company. Only a super admin can execute this command. Deleting a
company should not be taken lightly:

All groups, archives, and users belonging to the company are also deleted.

The deletion is final, it cannot be undone. A super admin A cannot delete the company that A belongs
to.

11.2. Delete Group

This command deletes a group. Only an admin can execute this command. A super admin can delete
any group (except the one the super admin belongs to), and a company C admin can delete any group in
company C (except the one the company admin belongs to). Deleting a group should not be taken
lightly:

All users belonging to the group are also deleted.

The deletion is final, it cannot be undone.

11.3. Delete User

This command deletes a user. Only an admin can execute this command. A super admin can delete
any user (except itself), and a company C admin can delete any user in company C (except itself).
Deleting a user is final, it cannot be undone.

14



11.4. Delete Many Users

The Delete User command described just above can be used over and over again to delete any number
of users. However, in some circumstances it is desireable to delete a large number of users specified in
a file. This is the function of Delete Many Users. When this command is invoked, the user is asked to
enter the name of a file specifying users. This file is read, and for each user specified in the file an
ImageHost user is deleted from the database.

The file specifying users to delete is a CSV file whose records contain at least three fields, the first
three of which are user name, group name, and company name. Any additional fields are ignored.
Thus a user description file used by Add Many Users can also be used as an input file to Delete Many
Users to delete the specified files. See Appendix B for all details of the syntax and semantics of a user
description file.

11.5. Delete Archive

This command deletes an archive. Only an admin can execute this command. A super admin can
delete any archive, and a company C admin can delete any archive in company C. All users with
access to the deleted archive will lose that access. Deleting an archive is final, it cannot be undone.

12. Miscellaneous Commands
12.1. User Access to Archive

This command can only be executed by admins. A super admin can give any user access to any
archive, whereas a company C admin can only give company C users access to company C archives.
There are three kinds of access:

none
all
partial

Partial access means a user has access to some rolls, but not to all of them. The rolls are specified by
ranges of roll numbers, e.g.,

4, 18-33, 101-105, 200

As a practical matter, the Show Archive Rolls command is often used before the User Access to
Archive command to see the roll number - roll name correspondence. Roll numbers are unique,
unchanging identifiers for rolls; roll names can be changed by the Archive Database Manager. The
Show Archive Rolls command allows the user to determine rolls by name, note their numbers, and then
use these numbers for the User Access to Archive command. It should be noted that no checks are
made on the roll numbers entered when this command is invoked, so it is quite possible to grant a user
access to a roll which does not exist.

15



When the user and archive are specified, the current access to the archive by the user is shown. This
can be edited to change the access. No changes are made until the Submit button is pressed. If the
field is totally blank, then no changes are made.

For a company C admin, only users and archives within company C can be affected. However, for a
super admin, the archive and the user may be in different companies, so there is an Archive Company
field. If it is left blank, then the same company as specified in the Company field is assumed.

Consider the situation where user U in company C has been given access to archive A in company D.
(Note that this access can only be given by a super admin because U and A are in different companies.)
Let K be a company C admin. Then, if K executes User Access to Archive, there will be a problem:
There is no way to specify that the archive of interest, A, is in another company than U. So it seems
that K cannot make changes to U's access to A. This is somewhat disconcerting because a company
admin usually has complete control over a user in the same company.

There is a work-around. If K executes Show User Archive Access, then archive D/A will be shown. If
K then clicks on the link for D/A, the User Access to Archive command will be executed with D/A as
the archive to operate on. A word of warning: If K removes user U's access to archive D/A, then K
cannot later decide to grant U access to D/A. Because U and A are in different companies, only a super
admin can grant such access.

12.2. Change Password

This command can be executed by all user types. For ordinary users the old password must be given,
as well as the new password. For admins the old password is not needed. This allows a super admin to
change the password of any user, and a company C admin to change the password of any user in
company C.

12.3. Help

This command can be executed by all users. It brings up the document you are now reading in PDF
form. Use the search command of the PDF reader to find information on specific commands.

12.4. Log out

This command can be executed by any user type. The user is logged out and the login dialog is
displayed.

13. Appendix A - The Account Manager Database

13.1. Diagram of database tables and connections

The following diagram shows the database tables and their connections.
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13.2. SQL for creating the tables

The Account Manager database consists of nine tables:

company_name_id
company_desc
group_name_id
group_desc
archive_name_id
archive_desc
user_name_id
user_desc
user_archive_access

Here is the SQL used to create the tables:

create table company name id

(

company id int unsigned not null auto increment,
company name varchar(255) not null,

primary key (company id),
unique key (company name)

) engine=InnoDB default charset=utf8 collate=utf8 unicode ci

create table company desc

(
company id int unsigned not null,
full company name varchar(255) not null,

foreign key fk company 1(company id)
references company name id (company id)
on delete cascade
on update cascade

) engine=InnoDB default charset=utf8 collate=utf8 unicode ci

create table group name id

(

group id int unsigned not null auto increment,
company id int unsigned not null,
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group name varchar(255) not null,

primary key (group id),
unique key (company id, group name),

foreign key fk company 2(company id)
references company name id (company id)
on delete cascade
on update cascade

) engine=InnoDB default charset=utf8 collate=utf8 unicode ci

create table group desc
(
group id int unsigned not null,
full group name varchar(255) not null,

foreign key fk group 1l(group id)
references group name id (group id)
on delete cascade
on update cascade

) engine=InnoDB default charset=utf8 collate=utf8 unicode ci

create table archive name_ id

(
archive id int unsigned not null auto increment,
company id int unsigned not null,
archive name varchar(255) not null,

primary key (archive id),
unique key (company id, archive name),

foreign key fk company 3(company id)
references company name id (company id)
on delete cascade
on update cascade

) engine=InnoDB default charset=utf8 collate=utf8 unicode ci
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create table archive desc
(

archive id int unsigned not null,

full archive name varchar(255) not null,
dbhost varchar(255) not null,

dbname varchar(255) not null,

roll info url varchar(1023) not null,

foreign key fk archive 1(archive id)
references archive name id (archive id)
on delete cascade
on update cascade

) engine=InnoDB default charset=utf8 collate=utf8 unicode ci

create table user_name id

(
user id int unsigned not null auto increment,
group id 1int unsigned not null,
user name varchar(255) not null,

primary key (user id),
unique Kkey (group id, user name),

foreign key fk group 2(group id)
references group name id (group id)
on delete cascade
on update cascade

) engine=InnoDB default charset=utf8 collate=utf8 unicode ci

create table user desc

(

user id int unsigned not null,
password varchar(255) not null,
fname varchar(255) not null,
lname varchar(255) not null,
email varchar(255) not null,
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usertype enum

"ordinary-user",
"company-admin",
"super-admin"

not null
default "ordinary-user",

foreign key fk user 1(user_id)
references user name id (user id)
on delete cascade
on update cascade

) engine=InnoDB default charset=utf8 collate=utf8 unicode ci

create table user archive access

(
user id int unsigned not null,
archive id int unsigned not null,
first roll num int not null,
last roll num int not null,

foreign key fk user 2(user_id)
references user name id (user id)
on delete cascade
on update cascade,

foreign key fk archive 2(archive id)
references archive name id (archive id)
on delete cascade
on update cascade
) engine=InnoDB default charset=utf8 collate=utf8 unicode ci

13.3. Creating the tables

Before the Account Manager can be run, it is necessary to create the database and its tables. The
database and database user must be created with MySQL:

create database occusers;
create user 'occapp'@'localhost' identified by 'password goes here';
grant all on occusers.* to 'occapp'@'localhost’;
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Then the Account Manager can be used to create the tables: Go to this URL with a browser:
occuserman/setup.php

Launch the Account Manager: Go to this URL with a browser:
occuserman

Note: On some systems the url is 'manage' instead of 'occuserman'.

IMPORTANT:

When the tables are created by setup.php, a couple of more items are created:

a company named crowley

a group named crowley/admin

a user named crowley/admin/admin
password: admin
user type: super admin

As soon as setup.php is finished, it is important that a person who is to act as a super admin login as
user crowley/admin/admin and change the password. In addition it might be useful to rename the
user to something other than admin, and to edit the user to change the first name, last name, email
address, etc.

In addition to the above, if INIT _ COMPANY NAME appears in the config file (and is not blank),
then the following happens:

The company name is checked to make sure it conforms to the syntax of short names. If not,
the action is the same as if INIT_ COMPANY NAME did not appear in the config file.

If a company with the init company name does not exist, then one is created, with

INIT COMPANY_ FULLNAME as the full name of the company. In addition a group
named admin is created within the company, and a user named admin is created within the
group. The user is a company admin with password admin.

If the company does not have a group named "main", then a new group of that name is
created and added to the company.

If the main group does not have a user named "guest", then a new user of that name is created
and added to the group. The guest is an ordinary user with password "password".
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An archive name is formed from the ARCHIVE DBNAME parameter from the config file,
with the suffix "_ar". If the init company does not have an archive with this name, then a
new archive is created and added to the company.

If the guest user does not already have access to the new archive, it is given access to the
archive.

In short, if the INIT COMPANY_ NAME is newco, for example, then after all the above processing
the situation is this:

a company named newco exists

newco has a group named admin
the admin group has a user named admin who is a company admin with password "admin"

newco has a group named main
group main has a user named guest who is an ordinary user with password "password"

newco has an archive named dbname ar, where dbname is the ARCHIVE DBNAME
parameter from the config file
user guest has access to all rolls in archive dbname ar

Thus anyone can login as user guest and have access to all rolls in dbname_ar.

As soon as setup.php is finished, it is important that a person who is to act as company admin for the
init company newco login as user newco/admin/admin and change the password. In addition it
might be useful to rename the user to something other than admin, and to edit the user to change the
first name, last name, email address, etc.

14. Appendix B - User Description Files

14.1. Layout of a user description as a CSV record

The Add Many Users command takes as input a user description file in the form of a Comma-
Separated Values (CSV) file with eight fields. Consider this example:

user name, group name, company name, password, first name, last name, email , user type
fred , diggers , gold corp , FCD , Fred , Dobbs , Tfdobbs@goldcorp.com, ordinary user
pablo , painters , art guild , PAP , Pablo , Picasso , pablo@gmail.com

alfred , , , aen , Alfred , Neuman , aen@madmag.com , company admin

The first line is a header line naming the fields. The actual content of this line is not significant, but

it must appear because the first line is skipped (so if it contains a user description, that user will not

be defined). Each line after the header line describes a new user to be added to the database.

Instead of creating a CSV file with a text editor, a person familiar with a spreadsheet program like
Excel can create a spreadsheet with all the user data in it, and then export to a CSV file to be processed
by the Account Manager.

23



14.2. Constraints on fields defining a user

Leading and trailing whitespace in each field is ignored, so a file can be formatted as shown above
for convenience.

Let the symbols C, G, and U denote the company, group, and user being defined, and let the 'logged-
in user' be the user executing the Add Many Users command. Then these constraints apply:

company name C
cannot be blank
all letters must be lowercase
name C must exist as a company in the database
the logged-in user must be a super admin or else a company admin for company C

group name G
cannot be blank
all letters must be lowercase
name G must exist as a group of company C

user name U
cannot be blank
all letters must be lowercase
name U must not exist as a user in group G

password
cannot be blank
no other checks are made
the new user should change his or her password as soon as possible

first name
anything allowed, including blank

last name
anything allowed, including blank

email
anything allowed, including blank
no checks are made that it is a valid email address

user type
must be one of these:
- super admin (or super-admin)
the logged-in user must be a super admin
- company admin (or company-admin)
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the logged-in user must be a super admin or else a company admin for company C
- ordinary user (or ordinary-user or blank)
the logged-in user must be a super admin or else a company admin for company C
note that a blank user type is allowed, which is interpreted as an ordinary user
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